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1 UHPOPMALUA O CUCTEME

Bench ML -

IMporpaMMHOC O6CCH€‘I€HI/IG,

aBTOMaTu3upytomiee (yHKIUU

MOHUTOPUHIAa COOTBETCTBHUSI IMAapaMETPOB KOH(MUIypalMii CETEBOTO U CEPBEPHOIO

000py1oBaHus TPeOyEeMbIM 3HAYCHHSIM.

1.1 CwucreMHble TpeboBaHuUA

TpeboBanus kK mporpaMmmMHOi cpejie peacTanienbl B Tabmuie 1:

Tabnuma 1 - TpeboBaHuUs K IPOrpaMMHOM cpejie

Ne XapakTepucTuka

TpeboBanue

1 | OnepanuonHas cuctema

Ubuntu 16.04 LTS unu 6onee mo3nHAs

2 | SI3pIKM IPOTPaAMMHUPOBAHUS

Python 2.7 unu Gosnee mo3aHui

Python 3.5 uiu Gosnee mo3aHui

3 | Cpencrsa ynpasieHus 0a3amMu JaHHBIX

PostgreSQL 10 unu Gonee mo3aHss

4 | Hannuue Ha KIIMEHTCKOM MaIlIUHE,
HCIIOJIb3YEMBIX B IIPOLIECCE
(GyHKIIMOHUPOBAHHUS

[Tocnennue Bepcuu 6paysepos Chrome, Mozilla
Firefox uau Internet Explorer

TpeboBaHus K anmapaTHbIM XapaKTEPUCTUKaM MpeACTaBIIeHbI B Tabnure 2.

Tabnuua 2 - TpeGoBaHUS K cCEpBEpPHOMY 000PYIOBAHUIO

Ne XapakTrepucTuKa TpeboBanne
IIpoueccop: He menee 2 syep x 2 GHz
1 Cepsep OnepaTuBHasi namMsTh: He MeHee 2 GB
Kecrknii nuck: He menee 50 GB

s 6eciepeOoHOTO (PYHKIIMOHUPOBAHUS HEOOXOUMO OOECIICUYUTh KaHAl CBSI3H

MEXIy CEpBEpOM M KIMEHTCKOM paboueil CTaHIUe, a TakkKe MEXIy CEpBEpPOM

NPWIOXKEHUS U KOHTPOJIMPYEMBIMU CEpBEpaMU MPOMYCKHOW CIIOCOOHOCThIO HE MeHee |

Mowut/cex.



1.2 ApXUTeKTypa v NpUHLUNbI (PYHKLMOHUPOBaHUA

Cucrembr Bench ML cocrouT W3 MOHOJMTHOTO MPHUIOKEHHS, PEaTH3YIOIIETO
B3aMMOJICHCTBUE C TIOJH30BATEIEM W BBIMOJHEHUE BCEX (PYHKUUN, U TPaTUIMOHHON
pernsiumonHot CYBJI. Ilpunoxkenne m CYB/] Mmoryr pa3Memarbcs Kak Ha OJIHOM
(u3nYecKOM WIM BUPTYaJbHOM CEpPBEpE, TaK M Ha pa3IuuHbIX. Pe3epBupoBaHue, mpu
Heo0X0auMOCTH, ocytiecTBisieTcs cpeactBamu CYB/], a Takke cCTOpOHHUMH CpeACTBaMuU
B CJIy4ae Pe3epBUPOBAHUS IIPUIIOKEHUS.

WuTepdeiic myist paboThl MOIB30BATENEH C CUCTEMOI — BEO, MOKET UCIIOIb30BAThCS

JH000W COBPEMEHHBII KOMITBIOTEP C MOCIEIHUMHU BEPCUSIMU MOMYJISIPHBIX Opay3epoB.

CepBep TPWIOKEHHHA CHUCTEMBl HEOOXOAMMO Pa3MECTHTh B CETMEHTE CETH, B
KOTOPBIM MMEETCS] WM OPraHU3yeTCsl CETEBOM JIOCTYIl KO BCEM YCTPOMCTBAM /WM MX
KOMITOHCHTaM, KOTOpBIC TUIAHUPYETCS KOHTPOJWMpOBaTh. B xome paboThl, cucrema
WHUITMUPYET TOAKIIOUEHUS CO CBOETO cepBepa K KOHTPOIHMPYEMBIM pecypcaM I10
nportokojam SSH (s cereBoro 0o0opynoBaHUs W cepBepoB moja ympasicHueM OC
cemerictBe Unix u Linux) u SMB (mis cepsepoB non ympaeienuem OC Windows) c
3apaHee COXPAHEHHBIMH YYETHBIMU JaHHBIMA W BBHITIONHSET MPOBEPKU IO 3apaHee
MOJIFOTOBJICHHBIM KOMAaH 1aM.

ITo pe3ynpTaTaM MNpoBEpOK B MHTEpPeEiice CUCTEMbl OTOOPAKAIOTCS JIeTaIbHBIC
pe3yNbTaThl KaXKJ0W BHITIOJHEHHOW MPOBEPKU M aHATUTHYECKast WH(popMaIysi, BKIItoUas

JMHAMUKY U3MEHEHUIN COCTOSTHUS KOHTPOJIUPYEMBIX PECYPCOB.

1.3 JlnueH3snpoBaHMe N NOCTaBKa

Cucremsr Bench ML JjmneH3upyeTcs 1O KOJHYECTBY CEPBEPHBIX M CETEBBIX
€IMHULl, KOTOpPbIE MOTYT KOHTPOJIHpPOBaThCs cucTeMod. OOHOBIEHUS (yHKIMOHAA
IpUOOPETEHHOM CUCTEMBI OCYIIECTBIISIETCS. B paMKaxX TEXHUYECKON MOIEPIKKH.

[TocraBka auctpuOyTBa Bench ML ocymectBnsiercs B DJIEKTPOHHOM BHJIE
(cxaumBaHuUe ¢ caiiTa MPOU3BOAUTEINS MO MPETOCTABICHHON CChUIKE U C HCIOIb30BAHUEM

MpCaOCTAaBICHHBIX peKBI/IBI/ITOB) WM Ha MaTCpHualbHOM HOCHUTCIIC. YcraHoBka u



HﬁCTpOﬁKa MOI'yT OBITH OCYIICCTBJICHBI IIPOU3BOAUTCIICEM WK CTO ITPCACTABUTCIIIMU, CCIIH
9TO MPCAYCMATPUBACTCA OTACIBbHO COTJIACYyCMbIMU YCIOBUAMHU ITOCTABKH.

HpH BO3HMKHOBECHHMH OIIHOOK HCO6XOI[I/IMO 06paTI/ITLC5I K IPOU3BOOUTCIIIO IIO
NpCAOCTABIICHHBIM B XOJC IMOCTABKU KOHTAKTaAM (HpI/I YTEPC NI HCAOCTYITHOCTH MOKHO

HaIpaBUTh COOTBETCTBYIOIIHIA 3aIrpoc 1o ajapecy info@incsecurity.ru).

1.4 TpeboBaHus K nepcoHany

AJMUHUCTPATOPHI KIMEHTA, OCYIICCTBIIIONINEG YCTAaHOBKY W COIPOBOXKICHHE
Bench ML, nomkHb! 001a1aTh CI€IyOIIMMU KOMITETCHITMSIMU:
® OIBIT aJIMUHUCTPUPOBAHUS CEPBEPHBIX OMEPAIIMOHHBIX CHCTEM CeMeWCTBa
Linux;
® OIBIT AAMUHUCTpUpPOBaHUA pesiuoHHbIX CYDB/I;
e 3HaHWSI O (YHKIIMOHHUPOBAHWUU BEO-CEPBEPOB, OMBIT pPA3BEPTHIBAHUS U
TOIJICPIKKH;
e 3HaHW 00 aImapaTHBIX CPEICTBAX KOMITBIOTEPOB;
® [IOHMMaHWE MPHUHIMIIOB (YHKITMOHUPOBAHMS JIOKAIBHBIX CETEH, OIIBIT

HACTPOMKH CETEBOIO OKPYKEHHUS.

[Tonp3oBaTenu KiIMeHTa, wucmoib3ytone Bench ML B kawectBe pabodero

HHCTPYMCHTA, TOJIKHBI O6J'Ia)1aTB CJICAYIOINMMHA KOMIICTCHIIUAMM:

® OIBIT aMHUHACTPUPOBAHUSI KOMIIOHEHTOB, KOTOpbIe 3aBoasaTcs B Bench u
KOHTPOJIb KOTOPBIX OCYIIECTBIISAET ITOJIb30BATENb;

¢ BJIAJICHHUC KOMIIBIOTCPOM Ha YPOBHC IIPOJABUHYTOIO ITOJIB30BATCIIA.


mailto:info@incsecurity.ru

